YTBEpKaeHbl
pykosoacteom 8 LieHTpa PCb Poccmun
21 despans 2008 r. N 149/6/6-622

TUNOBBLIE TPEBOBAHUA
Mo OPTAHU3ALIMN U OBECNEYEHUIO ®YHKLIMOHUPOBAHUA
LWN®POBAJIbHbIX (KPUNTOIPA®UYECKMX) CPEACTB, NPEAHA3SHAYEHHbIX
ANA 3ALMUTbI UHPOPMALIMU, HE COAEPXALLEN CBEAEHWIA, COCTABNAIOLLMX
rOCYAAPCTBEHHYIO TANHY, B CIYYAE UX UCMONIb3OBAHUA
ANA OBECNEYEHUA BE3SONACHOCTU NEPCOHA/IbHbIX AAHHbIX
NP UX OBPABEOTKE B UHOOPMALIMOHHbIX CUCTEMAX
NEPCOHANbHbLIX AAHHbIX

1. O6bwue nonoxeHun

1.1. HacroAwme TpeboBaHMA onpeaenstoT NOPALOK opraHuM3aumMm u obecneyveHns ¢GYHKUMOHMPOBAHMA
wrdpoBanbHbIX (Kpuntorpadmyeckmx) cpeacTs, nNpefHasHayeHHbIX A1A 3aWuTbl MHGOPMaUMKM, He cofeprkallei
CBEAEHMUI, COCTABAAOLWMX FOCYAAPCTBEHHYIO TAlHY (Janee - KPUNTOCPEACTBO), B C/lyYae UX UCMOb30BaHUA A4S
obecneyeHns 6e30nNacHOCTU NEPCOHasNbHbIX AaHHbIX MNpU KX 06paboTke B WMHOOPMALMOHHBIX CUCTEMAX
NepCcoHasbHbIX AaHHbIX (aanee - MHGOPMaLMOHHAA CUCTEMA).

1.2. Hactoawme TpebosaHus pa3paboTaHbl BO UCNONHEHME:

- depepanbHoOro 3akoHa "O nepcoHanbHbIX AaHHbIX" oT 27 uiona 2006 r. N 152-d3 (Ctatba 19);

- NonoxeHuns 06 obecnevyeHmMn 6e30MNaCHOCTU NEPCOHasbHbIX AaHHbIX NPU UX 06paboTKke B MHPOPMALMOHHbIX
cMcTeMax NepcoHasibHbIX AaHHbIX, yTBEpXKAeHHoro MocTtaHoBaeHnem MNpasuTtensctea PO ot 17 Hosbpa 2007 r. N 781
(nanee - MonorkeHue);

- MNonoxkeHusa o PepepanbHoM cnykbe 6HesonacHocTM Poccuiickon depepaumum, YyTBEPHKAEHHONO YKa3zom
Mpe3sunaeHTa Poccuiickon ®epepaumm ot 11 asrycra 2003 r. N 960.

1.3. Hactoswue TpeboBaHus:

- ABNAIOTCA 0053aTeNbHbIMM N5 ONepaTopa, OCyLLeCTBAAOWEro 06paboTKy NEPCOHANbHbIX AaHHbIX, @ TaKXe
ivua, KOTOPOMY Ha OCHOBAHMWM AOroBOpPA OMNepaTop nopyyvaer ob6paboTKy MepcoHanbHbIX AaHHbIX, U (Man) nuua,
KOTOPOMY Ha OCHOBaHMM [OroBopa ONepaTop MNOpPy4YaeT OKasaHMe YCAyr Mo OopraHusauMmM M obecnedyeHuto
6€30MacHOCTM 3aWMTbl NEPCOHANbHBIX AAHHbIX NPU X 06paboTke B MHOOPMALMOHHOM CUCTEME C UCNO/Ib30BAHUEM
Kpuntocpeacts. Mpu 3TOM CyLLECTBEHHbIM YC/0BMEM [OroBopa fABAAeTcA 006A3aHHOCTb YNOJHOMOYEHHOMO NMLA
obecneunTb KOHOUAEHUMANBbHOCTb MNEPCOHasIbHbIX AAHHbIX M 6e30MNacHOCTb MEPCOHANbHbIX AaHHbIX MNpU WX
06paboTke B MHPOPMALMOHHON cUCTEME B C/TyHanAX, NpeayCMOTPEHHbIX 4eMCTBYHOLMM 3aKOHOAATENbCTBOM;

- pacnpoCTPaHATCA HAa KPUNTOCPEACTBa, NpeAHa3HavyeHHble ansa obecneyeHns 6€30nMacHOCTU NepPCoOHaNbHbIX
OaHHbIX Npu nx 06paboTke B MHOOPMAUMOHHBIX CUCTEMAX NEPCOHAsbHbLIX AAHHbIX, BCE TEXHWUYECKMe cpencTsa
KOTOPbIX HaxogATcs B npegenax Poccuiickon denepaumu, a TakKKe B CUCTEMAX, TEXHUYECKME CpeacTBa KOTOPbIX
YaCTUYHO UK LENNKOM HaxogATcs 3a npegenammn Poccuiickon ®eaepauyuu;

- He OTMeHAT TpeboBaHMA WMHbIX JOKYMEHTOB, PernaMeHTUPYIoWmMX NopagoK obpaleHna co cayxkebHow
nHdopmaumen orpaHMY4EHHOTO PacnpPoCcTpaHeHns B denepasbHbIX OpraHax MCNOSIHUTEIbHOW BAACTMy.

Onepatop c yyeTom ocobeHHOCTel CBOel [AeATeNbHOCTM MOXKeT pas3pabaTbiBaTb He MpoTMBOpeYalme
HacToAwmMm TpeboBaHMAM METOAMYECKME PEKOMEHAALMM MO UX NPUMEHEHMIO.

Ncnonb3yemble gns Lenen HactoAawmx TpeboBaHUM TepMUHbI U onpeaeneHma npmseneHbl B MpuaoxerHnn 1.

2. OpraHusauma n obecnevyeHune 6esonacHocTn 06pPaboTKM
C Ucno/sib3oBaHMeMm WKdPOBaNbHbIX (KpUNTorpadrueckmx)
CPeAcCTB NepPCoHabHbIX AaHHbIX

2.1. besonacHocTb 06paboTKM MepPCcOoHaNbHbIX AaHHbIX C WUCMONb30BAaHMEM KPUNTOCPEACTB OPraHW3yloT U
obecneymBaloT onepaTopbl, a TaKKe AMLA, KOTOPbIM Ha OCHOBaHMM AOroBOpa onepaTtop nopydyaetr o6paboTKy
NepcoHanbHbIX AaHHbIX, U (MAK) AMLA, KOTOPbLIM Ha OCHOBAaHMM AOroBOpa onepaTop NopyvyaeT OKasaHue ycayr no
opraHusaumm n obecneyeHuno 6esonacHocTM 06paboTKM B MHPOPMALMOHHOM CUCTEME MEPCOHANbHbIX AAHHbIX C
NCMOJ/Ib30BaHUEM KPUMNTOCPEACTB.

ObecneyeHne 6e30MaCHOCTU MEPCOHA/MbHbLIX A3HHBIX C  WCMNOJ/Ib30BAHWEM  KPUNTOCPEACTB  AOJIKHO
OCYLLECTBAATLCA B COOTBETCTBUM C:
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1) Mpwukasom SCB Poccum ot 9 despana 2005 r. N 66 "O6 ytBep:aeHun [onoxeHus o paspaboTke,
Npou3BOACTBE, peannsaLmm 1 sKcnayaTaumm WudpoBanbHbiX (KpunTorpadpuyeckmx) cpencTs 3alumTbl MHGOpPMauun
(MonorkeHue MK3-2005)";

2) NocrtaHoBneHnem [MpaButenbctea PO ot 29 aekabps 2007 r. N 957 "O6 yTBep*KAEHUN MONIOXKEHUI O
JIMLEH3UPOBAHUN OTAENbHbIX BUAOB [AEATE/NIbHOCTU, CBA3aHHbIX C WKdpPOBasbHbIMK (KpunTorpaduyeckmumu)
cpeactBamm”;

3) MeToanYECKMMU peKoOMeHZAUMAMW Mo obecneyeHMto ¢ NOMOLbID KpunTocpeacTs 6esonacHocTu
NepPCOHANbHbIX JaHHbIX NpU UMX 06paboTke B WMHPOPMALMOHHBIX CUCTEMAX MNEPCOHANbHbIX AaHHbIX C
ncnosb3oBaHWem cpeacTs aBTomaTtmsaumm (N 149/54-144, 2008, dCE Poccum);

4) Hactosawmmm TpeboBaHUaMM.

2.2. OnepaTopbl HECYT OTBETCTBEHHOCTb 3@ COOTBETCTBME NMPOBOAMMbIX UMW MEPONPUATUN NO OpraHU3aLmm 1
obecneyeHnto 6e3onacHOCTM 06PabOTKM € UCNOIb30BAaHMEM  KPUNTOCPEACTB  NEPCOHAJNIbHbIX  AAHHbIX
JNIMLLEH3NOHHbBIM TPebOBaAHMAM U YCNOBUAM, SKCNAYaTaLMOHHON U TEXHUYECKOW AOKYMEHTALMMN K KPUNTOCPeaCTBaM,
a TaKXe HacToAwmm TpeboBaHUAM.

Mpw 3TOM onepaTopbl A0MKHbI 06ecneynBaTb KOMMIEKCHOCTb 3alUMTbl NEPCOHANbHBIX AAHHbIX, B TOM 4YMcae
nocpeacTBOM NPUMEHEHUA HEKPUNTOrpadUUECKUX CPELCTB 3aLUUThI.

2.3. MNpun pa3paboTke W peanusaunm MeponpuATU NO opraHusaumm u obecneyeHuto 6esonacHoOCTH
NepPCOHaNbHbIX AaHHbIX NpU MX 06paboTke B MHOOPMAUMOHHOW CUCTEME OMepaTop WAM YNOAHOMOYEHHOE
OMepaTopoM JIMLLO OCYLLECTBIAET:

- pa3paboTKy Ana KarKAoN MHPOPMALLMOHHOM CUCTEMbI NEPCOHANbHbLIX AAHHbIX MOAENU yrpo3 6e3onacHoOCTM
nepcoHanbHbIX SAaHHbIX NpU Ux 0bpaboTke;

- pa3paboTKy Ha OCHOBE MOAENN Yrpo3 cUCTeMbl 6@30MacHOCTU MEePCOHasbHbIX AaHHbIX, obecneynBatoLlel
HEeNTPaNN3aLMIo BCEX NEPEYNCIEHHDBIX B MOZENN YIPO3;

- onpegeneHMe HeobxoAMMOCTM WCMONb30BaHMA Kpuntocpeacts Aana obecneyeHua 6e3onacHoOCTU
NepPCOHaNbHbIX AAHHbLIX W, B C/Ay4ae MNOJNIOMKUTENbHOIO peLleHnA, onpeaeneHne Ha OCHOBE MOZLE/NIM Yrpo3 Leau
MCMNO/Ib30BaHUA KPUNTOCPEACTB A5 3aWMTbl NEPCOHANbHbIX AAHHbIX OT HEMPABOMEPHOTO WAW CIly4alHOro JOCTyna
K HUM, YHUUTOXKEHMUA, U3MEHEHUSA, BNOKMPOBAHMA, KONMMPOBAHWUSA, PACNPOCTPAHEHMA NEPCOHA/bHbIX AaHHbIX U (Mau)
WHbIX HEMPABOMEPHbIX AENCTBMI Npu Mx 0bpaboTke;

- YCTAaHOBKY M BBOJ, B 3KCM/yaTaLUMIO KPUNTOCPEACTB B COOTBETCTBMM C IKCMNYATALMOHHOM U TEXHWUYECKOM
OOKYMEHTaLMEN K 3TUM CpeacTBam;

- NPOBEPKY FOTOBHOCTU KPUNTOCPEACTB K MCMNO/Ib30BAaHUIO C COCTAB/IEHMEM 3aKAOYEHUA O BO3MOMHOCTU UX
aKcnayaTauuu;

- 0byyeHuMe 1L, NCNONb3YIOWMX KPUNTOCPEACTBA, paboTe ¢ HUMK;

- NO3K3EMMAAPHBIN YYET UCNOJIb3YEMBIX KPUNTOCPEACTB, SKCNYaTaUMOHHON M TEXHUYECKON AOKYMEHTALMM K
HWUM, HOCUTENIel NepPCOHasIbHbIX AAHHbIX;

- yyeT AuL, JOONyWeHHbIX K paboTte ¢ KpuntocpeacTBamu, npeaHasHavyeHHbIMM AnAa obecneyeHus
6€30MacHOCTM NEePCOHa/bHbIX AaHHbIX B UHPOPMALMOHHOM cucteme (Mob30BaTeNIM KPUNTOCPEACTB);

- KOHTPOJIb 3a cobOAEHNEM YCNOBUN MCMOJIb30BAHUS KPUNTOCPEACTB, NPeayCMOTPEHHbIX SKCNIYaTaLMOHHOM
N TEXHMYECKOW AOKYMEHTALMEN K HUM;

- pa3bupaTenbscTBO M COCTaBAEHWE 3aK/AYEeHU No dakTam HapylleHWA YCNOBUIA XPaHEeHWA HocuTenemn
NEePCOHaNbHbIX  AaHHbIX, WCMNO/Ib30BAHWA  KPUMNTOCPEACTB, KOTOpPble MOFYT MPUBECTM K  HapyLeHuto
KOHPUAEHLMANbHOCTU NEePCOHAJbHLIX AAHHbIX WAM APYIMM HApyWeHUAM, NPUBOAALMM K CHUMKEHUIO YPOBHA
3aLWMLLEHHOCTM NEePCOHA/bHbIX AaHHbIX, Pa3paboTKy M NPUHATME Mep NO NPesoTBPALLEHUIO BO3SMOMKHbIX ONACHbIX
nocneacTBUN NOA06HbIX HapyLIEHWN;

- ONUCaHWE OPraHM3aLMOHHbBIX U TEXHUYECKUX Mep, KOoTopble onepatop o06A3yeTcA OCyLWecTBAATb Npu
obecneyeHUM 6€30MaCHOCTM MEPCOHAsIbHLIX AAHHbIX C MCNOJIb30BAHMEM KPUMNTOCPEACTB NpU MX 06paboTKe B
MHPOPMAUMOHHDIX CUCTEMAX, C YKa3aHMEM B YaCTHOCTH:

a) MHAEKCA, YC/IOBHOIO HAMMEHOBAHMA U PErUCTPALMOHHbBIX HOMEPOB UCMO/Ib3YEMbIX KPUNTOCPEACTB;

6) COOTBETCTBUA PA3MELLEHMA M MOHTAXKa annapaTypbl U 060pyA0BaHMA, BXOASLLETO B COCTAaB KPUNTOCPEACTB,
TpeboBaHMAM HOPMATUBHOM AOKYMEHTALMM U NPaBMAAM NONb30BAHNA KPUNTOCPEACTBAMM;

B) COOTBETCTBUSA NMOMELLEHWNI, B KOTOPOM pasmeLLeHbl KPUNTOCPEACTBA M XPAHUTCA KAHOYeBan AOKYMEHTaUMS K
HUM, HacToAWMM TpeboBaHUAM C ONMMCAHNEM OCHOBHbIX CPEACTB 3aLLMUTbI;

r) BbiNnonHeHMA TpeboBaHUI K MaTepuasibHbIM HOCUTENAM OWMOMETPUYECKMX NEPCOHAJIbHbIX AAHHbBIX W
TEXHOJIOTUAM XPAHEHMA TaKUX AaHHbIX BHE MHPOPMALLMOHHBIX CUCTEM NEPCOHANbHbIX AAHHbIX.

OnucaHune NPUHATBIX Mep OO/MKHO ObiTb BKAKOYEHO B yBEAOMIEHUE, NPEAYCMOTPEHHOE YacTbto 1 cTaTbu 22
depepanbHOro 3akoHa "O NepcoHanbHbIX AaHHbIX".

2.4. Monb3oBaTenn KPUNTOCPEACTB AOMYCKAOTCA K paboTe € HMMM MO pelleHuto, YTBepXKA3aeMomy
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onepatopom. Mpn Hannuumn Ayx 1 6onee Noib3oBaTeNEN KPUNTOCPEACTB 06A3aHHOCTU MEXAY HUMW [O/MKHbI BbITh
pacnpefeneHbl C Y4eTOM MepCOHasIbHOW OTBETCTBEHHOCTM 3@ COXPAHHOCTb KPUMNTOCPEACTB, KAKO4YeBOW,
3KCMNIlyaTaLMOHHOM M TEXHUYECKON AOKYMEHTALMM, A TaKKe 3@ MOPYYEHHble Y4acTKM paboTbl.

2.5. Nonb3oBatenu KpuntocpeacTs 06a3aHbI:

- He pasrnawaTtb MHPOPMALMIO, K KOTOPON OHW AOMYyLLEHbl, B TOM YMUC/E CBEAEHUS O KPUMNTOCPEACTBAX,
KNOYEBbIX AOKYMEHTAX K HUM U APYTrMX Mepax 3aluThbl;

- cobntopatb TpeboBaHMA K obecneveHnto 6e30nacHOCTU NepPCoHasbHbIX AaHHbIX, TPeboBaHUA K obecneyeHuto
6€30MacHOCTM KPMNTOCPEACTB U KAOYEBbLIX JOKYMEHTOB K HUM;

- co06LWaTh O CTaBLIMX UM M3BECTHBIMW MOMbITKAX MOCTOPOHHUX WL, MNONYYUTb CBEAEHUA 06 MCNONb3yeMblX
KpMNTOCPEeACTBaxX UK KNOYEBbIX JOKYMEHTaX K HUM;

- Heme4/JIeHHO YyBeJOMAATb onepatopa O daKrax yTpaTbl WAW HeJoCTayu KpPUNTOCPEACTB, K/HOYEBbIX
OOKYMEHTOB K HWUM, KAOYeN OT MOMELLEHWN, XPAaHWAUL, AWNYHbIX NedvaTerd U o gpyrux ¢aktax, KoTopble MoOryTt
NPWBECTU K Pasr/ialleHu1Io 3aWMLaemMblX NepPCOHasbHbIX AAHHbIX;

- CAaTb KPUMTOCPEACTBA, SKCM/YaTaLMOHHYIO U TEXHUYECKYIO AOKYMEHTALUMIO K HUM, KNHOYEBble OKYMEHTbI B
COOTBETCTBUM C MOPAAKOM, YCTAHOBNEHHbIM HAcTOAWMMMU TpeboBaHUAMM, NPU YBOSbHEHUU UAWN OTCTPAHEHUMU OT
NCNONHEHUA 06A3aHHOCTEN, CBA3AHHbIX C MCNONb30BAaHMEM KPUNTOCPEACTB.

2.6. ObecneyeHne ¢YHKUMOHMPOBAHUA M 6E30NaCHOCTU KPUMNTOCPEACTB BO3/araeTcA Ha OTBETCTBEHHOTO
Nonb30BaTeNsA KPUMNTOCPEACTB, MMEILWEro HeobxogMmblil ypoBeHb KBanMdUKAUMKM, HA3HAYAEMOrO MPMUKA30oM
onepaTopa (fanee - OTBETCTBEHHbIV NM0O/b30BaTE/Ib KPUMTOCPEACTB).

[onyckaeTca Bo3noxeHe GyHKLMIA OTBETCTBEHHOIO NO/1b30BaTENA KPUNTOCPEACTB Ha:

- OZIHOr0 U3 No/ib3oBaTenel KPUNTOCPEACTs;

- Ha CTPYKTypHOE MoApa3fefieHne WAW AOMKHOCTHOEe Aunuo (paboTHWMKa), OTBETCTBEHHbIX 33 obecneyeHue
6e30MacHOCTM NePCOHANbHBIX AaHHbIX, HA3HA4YaeMbIX ONepPaToOPOM;

- Ha cneuManbHOe CTPYKTYpHOe noapasgeneHne Mo 3almTe rocyAapCTBEHHOW TalHbl, MCMO/b3yollee ANA
sToro wudposanbHble cpeacTsa.

2.7. OTBETCTBEHHbIE MONb30BATENM KPUNTOCPEACTB AO/KHbI MMETb GYHKLMOHANbHbIE 06A3aHHOCTY,
pa3paboTaHHble B COOTBETCTBMM C HACTOAWMMMU TpeboBaHUAMMU.

2.8. Mpu onpepeneHnn o6a3aHHOCTEN NONb30BATENA KPUNTOCPEACTB HEOOXOAMMO Y4YMTbIBATb, 4TO
6e30MacHOCTb 06PabOTKMU C UCNOIb30BAHNEM KPUNTOCPEACTB NEPCOHABHBIX AaHHbIX 0becneunsaeTca:

- cobnoaeHnem Nosb30BaTENAMU KPUNTOCPEACTB KOHOUAEHLMANBHOCTN MpU 0OpalLeHMM CO CBEAEHUAMM,
KOTOpble UM [OBEPEHbl UKW CTasn MU3BECTHbI NO paboTe, B TOM 4YMCAE CO CBEAEHUAMMU O GYHKLMOHUPOBAHUN U
nopaaKke obecneyeHns 6€30NaCHOCTM NPUMEHAEMbIX KPUNTOCPEACTB U KAOYEBbLIX AOKYMEHTaX K HUM;

- TOYHbIM BbINOJIHEHWEM MONbL30BATENAMM KPUNTOCPEACTB TpeboBaHuii K obecneveHuto 6esonacHocTU
NepCcoHanbHbIX SAHHbIX;

- HAAEXKHbBIM XPaHEHMEM IKCMNYATaLUOHHOM N TEXHUYECKOW OOKYMEHTALMKU K KPUNTOCPEnCTBam, KAtoYeBbIX
[OKYMEHTOB, HOCcUTenen MHPopMaLLMmM OFpPaHMYEHHOrO PAcNpoCTPaHeHUs;

- obecneyeHMem MPUHATLIX B COOTBETCTBUMN C TpeboBaHUAMM K MaTepuasibHbIM HOCUTENAM BMOMETPUYECKMX
NePCOHaNbHbIX AaHHbIX M TEXHO/IOTMAM XPaHEHMA TaKUX AAHHbIX BHE WHOPMALMOHHBIX CUCTEM NEPCOHaNbHbIX
OAHHbIX Mep;

- CBOEBPEMEHHbIM BbISIBIEHMEM MOMbITOK MOCTOPOHHUX /ML, NOAYYUTb CBEAEHUS O 3alMULLAEMbIX
NepCcoHanbHbIX AAHHbIX, 06 NCNOb3yEeMbIX KPUNTOCPEACTBAX MW KIOYEBBIX AOKYMEHTaX K HUM;

- HEMeIEHHbIM NPUHATUEM MEP NO NpPeasynpeXKAEHMI0 pasrialleHma 3alMLWLaeMbIX NePCOHaNbHbIX AAHHbIX,
a TaKKe BO3MOXHOM WX YTEYKU MpPU BbiABAEHUM GAKTOB YyTPATbl MAM HeLoCTauun KPUMNTOCPEACTB, KAtouyeBbiX
OOKYMEHTOB K HWM, yOOCTOBEPEHMWIA, MPOMYCKOB, K/OYEl OT NMOMELLEHUN, XpaHWUauL, ceidoB (MeTaninyeckmx
WKadoB), NMYHbIX NeYaTen 1 T.n.

2.9. Nlnua, odopmasemble Ha paboTy B KayecTBe MONb30BaTENEeN (OTBETCTBEHHbLIX MOAb30BaTENEN)
KPUNTOCPEACTB, [AO/MKHbl OblTb O3HAaKOMJIEHbl C HacToswMmMM TpeboBaHMAMM W OPYTUMWU  SOKYMEHTAMM,
pPernameHTUPYIOLLMMM OpraHnsauuio n obecneveHne 6e30NacHOCTM MEPCOHaNbHbIX AaHHbIX NPU UX 06paboTKe B
MHDOPMAUMOHHDBIX CUCTEMaX, MNoA, PAcnUCKy M HeCcyT OTBETCTBEHHOCTb 3a HecobntogeHue umu TpeboBaHUi
YKa3aHHbIX JOKYMEHTOB B COOTBETCTBMM C 3aKOHOAaTenbCcTBOM Poccuiickoit ®epepauymm.

2.10. TeKyLMI KOHTPOJIb 33 OpraHmM3aumeit n obecneyeHmem GyHKLMOHMPOBAHMA KPUNTOCPEACTB BO31araeTcs
Ha onepaTopa M OTBETCTBEHHOIO NO/b30BaTeNA KPUNTOCPEACTB B MPesenax Ux cy»KebHblx MOJHOMOUNIA.

2.11. KoHTponb 3a opraHusaumelt, obecnevyeHnem ¢YHKUMOHMPOBAHMA M 6E30MaCHOCTU KPUNTOCPEenCTs,
npeAHasHayeHHbIX A0S 3aWMTbl MEPCOHaNbHbIX AAHHbIX MPU UX 06paboTke B WMHOOPMAUMOHHBLIX CUCTEMAX
NepCoHaNbHbIX [AaHHbIX, OCYLECTBAAETCA B COOTBETCTBUM C AEWCTBYHOLIMM 3aKOHOAATENbCTBOM PoccuiicKoi
depepaunm.

2.12. B cnyvae Heo6Xxo0AMMOCTM B3aMMOAENCTBUA ONepaTopoB MHPOPMALIMOHHBIX CUCTEM MPU UCMOIb30BAHUN



Kpuntocpeacts ANAa obecneyeHna 6e3onacHOCTU O6pa6OTKVI nepCoHaNbHbIX AaHHbLIX ANA OpraHun3auuu
B3aMMOAeVICTBMH KpuntocpeacTs Nno peweHno onepaTtopoB NepPCoOHa/IbHbIX AaHHbLIX BblAenAeTcA KOOp,CI,MHMpyIOLLI,MI‘;I
opraH, OTBETCTBEHHbI 3a obecneyeHne 6HesonacHoCTU NepCoHaJsibHbIX AaHHbLIX, YKAa3aHMA KOTOPOro ABAAKOTCA
o06a3aTenbHbIMU Aana scex nonb3oBaTtene KpunntocpeAacTs.

3. NopAAoK 0bpaLLeHnsA C KpUNTOCPeACTBAMMU U KPUMNTOKAKOYaMM
K HUM. MeponpuaTusa NnpyM KOMNPOMETaLMWN KPUNTOKoYei

3.1. Nonb3oBaTenn KpMntTocpeacTs 0basaHbI:

- He pa3rnawatb NHGOPMALUIO O KAKOYEBbIX LOKYMEHTAX;

- He A0NYCKaTb CHATME KOMWUI C KNtOYEBbIX JOKYMEHTOB;

- He AONYCKaTb BbIBOZ, KNHOYEBbIX LLOKYMEHTOB Ha gucnnaei (moHuTop) NMIBM maun npuHTep;

- He AONYCKaTb 3anNncK Ha KAoYEeBOW HOCUTE/Ib MOCTOPOHHEN MHbOPMaLMK;

- He A0NYCKaTb YCTAaHOBKM KNOYEBbIX AOKYMEHTOB B apyrue NIBM.

3.2. Mpu HeobxogMMOCTM nepefaynm no TEXHUYECKMM CpencTBaM  CBA3M  CAYXKeOHbIX CcoobLLeHMi
OFPaHWYEHHOrO [AOCTyna, Kacalowmxca opraHuMsaumMm u  obecnevyeHna QPYHKUMOHMPOBAHMA KPUNTOCPEACTB,
YKa3saHHble coobuleHna HeobxoaMMO nepefasBaTb TOJIBKO C WUCMOJIb30BaHMEM KpuntocpeacTs. [lepegava no
TEXHUYECKMM CpencTBam CBA3W KPUNTOK/IOYEM He [0MYyCKaeTcs, 33 UCKAOYEHMEM CreLyMasbHO OpPraHWM30BaHHbIX
CUCTEM C AELEeHTPaNN30BaHHbIM CHAbXKeHUEM KPUNTOKAOYaMM.

3.3. KpuntocpeacTtBa, ucrnosibdyemble asa obecrneyeHna 6€30MacHOCTM MEPCOHasIbHbIX AaHHbIX NpU UX
06paboTke B WHOOPMALMOHHBIX CUCTEMAX, MOANENKAT Yy4yeTy C MCMNO/b30BaHUEM WHAEKCOB WM  YC/IOBHbIX
HAaMMEHOBAHWUIN N PErMCTPaLMOHHbIX HOMEPOB.

MepeyeHb MHAEKCOB, YCNOBHbIX HAMMEHOBAHUIA U PErNCTPaALMOHHbBIX HOMEPOB KPMMNTOCPeACTB onpeaenaerca
PepepanbHoit cnybon 6esonacHoctn Poccuinckoit ®epepaumm.

3.4. Ucnonb3yemblie UAU XPaHUMblE KPUNTOCPEACTBA, IKCMAYATALMOHHAA M TEXHUYECKaA AOKYMEHTAuMA K
HUM, K/AloYeBble [AOKYMEHTbl NOAJEXKAT MO3K3eMNAApHOMY y4yeTy. PekomeHpyemble ¢dopmbl NpuBeaeHbl B
MpunoxeHnn N 2. MNMpu 3TOM NpOrpammHble KpUNTOCPEACTBA AO0/KHbI YYUTbIBAaTbCA COBMECTHO C anmnapaTHbIMU
cpencTBamm, C KOTOPbIMM OCYLLECTBAAETCA MX wTaTHoe yHKuMoHMpoBaHue. Ecan anmapaTtHble nam annapaTHo-
NpPorpammHble KpMNTOCPEACTBA MOAK/OYAIOTCA K CUCTEMHOM LWIMHE WUAWM K OOHOMY M3 BHYTPEHHUX UHTepdeicos
annapaTHbIX CPeacTB, TO TaKMe KPUMNTOCPEACTBA YYMTbIBAOTCA TaKKe COBMECTHO C COOTBETCTBYHOLWMMMU
annapaTHbIMK CpeacTBaMM.

EOVHMUEN NO3K3eMMNIAPHOIO y4YeTa K/YeBbiX AOKYMEHTOB CYMTAETCA K/AHOYEBOW HOCUTE/Ib MHOTOKPATHOro
MCMNO/Ib30BaHUSA, KAoYeBOW GAOKHOT. ECan OAMH WM TOT Ke K/AYeBOM HOCUTENlb MHOFOKPATHO MCNOAb3YIOT ANA
3aMMCK KPUNTOKJIIOYEN, TO €ro KaXKAbl pas cnefyet perncTtpupoBaTh OTAE/bHO.

3.5. Bce nosnyyeHHble 3K3eMNAAPblI KPUNTOCPEACTB, SKCMNNYATALUOHHOM U TEXHUYECKON AOKYMEHTALUMU K HUM,
KNHOYEBbIX OOKYMEHTOB A0/XKHbl ObITb BblAaHbl MOA PacnUCKy B COOTBETCTBYHOLLEM XKypHane MO3K3eMMAAPHOro
yyeTa no/b30BaTeIAM KpUNTOCPEACTB, HECYLLIMM NEePCOHasIbHYHO OTBETCTBEHHOCTb 3@ MX COXPAHHOCTb.

OTBETCTBEHHbIN NO/b30BaTENb KPUMNTOCPEACTB 3aBOAUT U BeAeT Ha KaXKAOro Monb30BaTeNA KPUNTOCPeacTs
NINLEBOM CYET, B KOTOPOM PEFUCTPUPYET YNCAALLMECA 338 HUMU KPUNTOCPELCTBA, IKCNIYATALMOHHYIO N TEXHUYECKYIO
LOKYMEHTALMIO K HAM, K/TIOYEBbIe JOKYMEHTDI.

3.6. EcnnM 3KcnayaTauUMOHHOW M TeXHUYECKOM [OKYMEeHTauumel K KpunTocpeacTBam npeaycMOTPEHO
NPUMEHEHNE Pa30BbIX K/OYEBbLIX HOCUTENEN WM KPUMTOKIOYM BBOAAT M XPaHAT (Ha BeCb CPOK MX AEWCTBUSA)
HEMoCpeAcTBEHHO B KPWUNTOCPEACTBaX, TO TaAKOW pPa3oBblA K/AOYEBON HOCUTENb WAW 3NEKTPOHHasA 3anuchb
COOTBETCTBYIOLLETO KPUMTOK/IOYA LO/IKHbI PEFUCTPUPOBATLCSA B TEXHUYECKOM (annapaTHOM) XypHase, BeAylLlemMcs
HenocpeacTBEHHO MOJb30BaTe/IEM KPUMTOCPeACTB. B TexHMYecKoM (anmapaTHOM) KypHase OTParkaloT TaKKe
AaHHble 06 3KcnayaTauuMu KpUNTOCPeAcTB M ApYrMe CBeAeHWs, MNpeayCMOTPEHHble 3KCMyaTauMOHHOW U
TEXHUYECKOW [AOKYMeHTaumen. B MHbIX caydasx TexHMYecKuid (annapaTHbli) KypHan Ha KpunTocpeacTBa He
3aBOAMTCA (€CNM HET MPAMbIX YKa3aHWUA O ero BeAEHMM B IKCMIYaTaUMOHHON UM TEXHUYECKOW AOKYMEHTALMK K
Kpuntocpeactsam). Tunosas popma TeXHUYECKoro (annapaTHOro) XypHana npueegeHa B MpunoxxeHum N 3.

3.7. MNepepaya KpPUNTOCPEACTB, 3KCMIyaTaLMOHHON W TEXHUYECKOM [OKYMEHTAUMWM K HUM, KAOYEeBbIX
OOKYMEHTOB [0MYCKAETCA TONIbKO MeXAY NOb30BaTENAMM KPUNTOCPEACTB U (MAKN) OTBETCTBEHHbIM NOJIb30BaTENEM
KPMNTOCPEACTB NOJ, PacnMUCKy B COOTBETCTBYHOLWMX KYPHaNax MO3K3EMMAAPHOrO yyeTa. TaKada nepejada mexay
Nno/sib30BaTENAMM KPUNTOCPEACTB A0KHA OblTb CAHKLMOHMPOBAHA OTBETCTBEHHbLIM NO/1b30BATENEM KPUMNTOCPEACTB.

3.8. Nonb3oBaTenu KPUNTOCPEACTB XPAHAT MHCTANAMPYIOLWME KPUNTOCPEACTBA HOCUTENN, SKCMYATaLMOHHYO
N TEXHUYECKYID OOKYMEHTaLMIO K KPUMTOCPeACTBAM, K/tOYeBble AOKYMEHTbl B LWKadax (AWwmKax, XpaHuauwiax)
WHAMBUAYANbHOFO MO/Ib30BaHUA B YC/AIOBUAX, MCKNHOYAIOWMX OECKOHTPONIbHBIM AOCTYN K HUM, @ TaKXKe WX
HenpegHamepeHHoe YHUUYTOMXKEHMe.



Monb3oBaTenn KPUNTOCPEACTB NPeAyCMaTPUBAIOT TaKKe pa3aesibHoe He3onacHoe XpaHeHWe AeNCTBYIOLWMX U
pe3epBHbIX KNOYEBbIX AOKYMEHTOB, NpeaHa3HauYeHHbIX A8 NPUMEHEHUA B C/ly4ae KOMMNPOMETALMN OENCTBYIOLLNX
K/IIOYEBbIX JOKYMEHTOB.

3.9. AnnapaTHble CpeacTBa, C KOTOPbIMW OCYLLECTBAAETCA WTATHOE GYHKUMOHMPOBAHWE KPUMTOCPEACTB, a
TaKXe annapaTHble W annapaTHO-NPOrpPamMMHble KPUMNTOCPeACTBA A0/KHbl OblTb 060pyAOBaHbl CcpeacTBaMu
KOHTPONS 33 WX BCKpbITUEM (onedyaTaHbl, onaombupoBaHbl). MecTo onevaTtbiBaHus (onaombupoBaHUsA)
KPMNTOCPEACTB, annapaTHbIX CPeACTB AOMKHO ObITb TaKMM, YTOObl €ro MOXHO OblNO BM3YaslbHO KOHTPO/IMPOBATb.
MpyY HanMuMM TEXHUYECKOW BO3MOMKHOCTM Ha BPeMs OTCYTCTBMA MNOJb30BaTeNel KPUMNTOCPEACTB YKasaHHble
cpeacTBa HEOOXOAMMO OTKAKOYATD OT IMHWUM CBA3M U YOMPaTb B ONeYaTbiBaeMble XpaHUMLLA.

3.10. KpunTtocpeactBa WM KAloyeBble AOKYMEHTbl MOFYT [OCTaBAATbCA denbaberepckor (B Tom uucne
BE4OMCTBEHHOM) CBA3bID WAM CO CMELManbHO BblAe/IEHHbIMM OMNEPATOPOM OTBETCTBEHHbIMM MO/Ib30BATENAMM
KPUNTOCPEACTB W  COTPYAHMKAMM Npu  cOBNIOAEHUM Mep, WCKAOYAOWMX BECKOHTPO/bHLIA  JOCTYyn K
KpUNTOCpeacTBaM M KNOYEBbIM AOKYMEHTaM BO BPpeMA AOCTaBKW.

IKCNNYyaTaLUMOHHYIO N TEXHUYECKYIO JOKYMEHTAUMIO K KpUNTOCPEeACTBaM MOXKHO nepecblnaTh 3aKa3HbIMU NN
LeHHbIMW MOYTOBbIMM OTNPaBAEHUAMM.

3.11. Ons nepecbliKM KPUNTOCPEACTB U KNHOYEBbIX AOKYMEHTOB OHU AO0MXHbI ObITb NOMELLEHbI B MPOYHYIO
YNaKOBKY, UCKNOYAIOLLYO BO3MOXHOCTb MX GU3NYECKOTo NOBPEXAEHUA N BHELHEro BO34ENCTBUA, B 0CODEHHOCTHU
Ha 3anUCaHHYIO KAloYeByld MHPOopMaLMio. KpuntocpeacTBa nepecbiialoT OTAE/IbHO OT KAOYEBbIX AOKYMEHTOB K
HMM. Ha ynakoBKax yKa3biBalOT onepaTtopa WUAM OTBETCTBEHHOIO MO/b30BATENA KPUNTOCPEACTB, AJIA KOTOPbIX 3TU
YNaKoBKM npeaHa3HadeHbl. Ha Takux ynakoBKax AenatoT nometky "JInyHo". YnakoBKM oOneyaTbiBalOT TaKuUm
o06bpasom, 4TObbl MCKAIOYANACb BO3MOMKHOCTb WM3BNEYEHUA M3 HUX COAepMMoOro 6e3 HapylueHMA YNaKoBOK W
OTTUCKOB NeyvaTu.

[o nepBoHayasbHOWM BbICBINKM (MM BO3BpaLLeHUs) agpecaTy CcoobWaloT OTAENbHbIM MUCbMOM OMMCaHMe
BbICbl/TaEMbIX EMY YNAKOBOK M NeYaTen, KOTOPbIMU OHWU MOTYT BbITb ONeYaTaHbl.

3.12. Ana nepecbiIKN KPUNTOCPEACTB, SKCNAYaTaUMOHHON U TEXHUYECKOM AOKYMEHTaUUM K HUM, KJIOYEBbIX
OOKYMEHTOB c/ieayeT NoAroTOBUTbL CONPOBOAUTENIbHOE MUCbMO, B KOTOPOM HEOBXOAMMO YKasaTb: YTO NOCblIaeTcA U
B KAaKOM KO/IMYECTBE, yYeTHble HOMepa U3LeNUiA UAN AOKYMEHTOB, a TaK¥Ke Npu HeobXoAMMOCTM HasHayeHue U
nopAaAoK WCNONb30BaHMA BbICbllaemoro otnpasneHuna. ConposoguTenbHOE MNUCbMO BKAAAbIBAOT B OAHY U3
YNaKOBOK.

3.13. NMonyyeHHble YNaKOBKW BCKPbIBAET TO/ILKO OMNEepaTop MU/IM OTBETCTBEHHbIN NOb30BaTe/lb KPUNTOCPEACTB,
ONA KOTOPbIX OHW npegHasHadveHbl. Eciv cogepXumoe MoNy4eHHOM YNaKOBKM He COOTBETCTBYET YKasaHHOMY B
COMPOBOAMTE/ILHOM MUCbME WMAW Cama YMaKoBKa WM NeyaTb - UX OMNUCaHUIO (OTTUCKY), a TaKXe ec/iM ynaKoBKa
NnoBpeXKAEHA, B pe3ynbTaTe Yero ob6pasosascs cBOOOAHbIN AOCTYN K ee COAEPHKMMOMY, TO NOyYaTe/lb COCTaBAAET
aKT, KOTOPbIN BbiCbl1aeT OTNpaBuTento. MonydyeHHble C TaKMMMK OTMNPaBAEHUAMU KPUNTOCPEACTBA M K/KOYEBbIE
[OKYMEHTbI 4,0 NOIy4EeHUA YKa3aHUIM OT OTNPaBUTENA MPUMEHATb HE pa3peLlaeTca.

3.14. Mpu obHapyXKeHUU OPAKOBAHHbIX K/OYEBbIX LOKYMEHTOB WAM KPUMTOKIOMEA OAMH 3K3eMnasap
6pakoBaHHOrO M34enus crepyetT BO3BPATUTb M3rOTOBUTENO ANA YCTAaHOBAEHMA MPUYMH MPOMUCLLIEALEro U Mx
YCTPaHeHMA B fa/ibHENLIEM, @ OCTaBLUMECA IK3EeMMNAAPbl XPAHUTb 40 MOCTYN/JAEHUA AONOJHUTE/bHbIX YKa3aHUN oT
M3roToBUTENA.

3.15. MNonyyeHne KPUNTOCPEACTB, 3KCMYaTaLMOHHOM WM TEXHUYECKON AOKYMEHTALMW K HUM, KHOYEBbIX
OOKYMEHTOB  AO0/IKHO ObITb  MOATBEPKAEHO OTMNPaBUTEN0 B COOTBETCTBMM C MOPALKOM, YKasaHHbIM B
conpoBoguTenibHOM nucbMe. OTnpaBuTenb 06A3aH KOHTPOAMPOBATb AOCTaBKY CBOMX OTMNPaBAeHMIA agpecatam. Ecau
OT afijpecaTa CBOEBPEMEHHO He MOCTYNMUI0 COOTBETCTBYIOLLErO NOATBEPKAEHMA, TO OTNPABUTENb AO/IKEH HANPABUTD
eMy 3anpoc U NPUHATb MePbl K YTOYHEHNIO MECTOHAXOXAEHMA OTNPABAEHNA.

3.16. 3aKa3 Ha U3roToBJIeHUE OYepeaHbIX KAKYEBbIX AOKYMEHTOB, UX U3rOTOBJEHME WM PACCbIIKY HA MecTa
MCNONb30BaHMA ONA CBOEBPEMEHHOW 3aMeHbl [AEWCTBYIOLWMX K/OYEBLIX [AOKYMEHTOB c/iefyeT MNpou3BOANUTb
3abnaroBpemeHHO. YKasaHMe O BBOAE B AEWCTBME O4YepeaHblX K/YEBLIX AOKYMEHTOB MOXeT ObiTb [aHO
OTBETCTBEHHbIM MNO/Mb30BaTE/IEM KPUNTOCPEACTB TONbKO NOCAe MNOCTynAeHMA OT BCEeX 3auHTepecoBaHHbIX
nonb3oBaTenen KPUNTOCPEACTB NOATBEPKAEHUA O NONYHEHUM UMK OHEPEAHDBIX K/THOYEBBIX AOKYMEHTOB.

3.17. Heucnonb3oBaHHble WAWN BbiBeAEHHblE U3 AENCTBMA K/OYEBbLIE LOKYMEHTbI NOAJIEXKAT BO3BPALLEHMUIO
OTBETCTBEHHOMY M0JIb30BaTE/II0 KPUMNTOCPEACTB UM MO Ero YKa3aHMo A0XKHbl ObITb YHUUYTOXKEHbI Ha MecTe.

3.18. YHWUTOXKEHWE KPUMTOKAOYEN (MCXOOHON KaoueBOM MHOOPMALMU) MOMKET NPOU3BOAMUTLCA MNyTEM
dOU3MYECKOTO YHUYTOXKEHUA K/OYEBOTO HOCUTENA, Ha KOTOPOM OHWM pPacMo/IOXKeHbl, WAW NyTem CTUPAHUA
(paspyweHuns) KpunTokatouen (MCxo4HOM KaoveBoi MHPopmaumm) 6e3 NnoBpexaeHUa KAYeBOro Hocutens (ans
obecrneyeHns BO3MOXKHOCTM €ro0 MHOTOKPATHOTO MCMOJ1b30BAHUSA).

KpunToKntoum  (MCXOAHYIO  KAouyeByld MHGOOPMALMIO)  CTUPAKOT MO TEXHO/IOTMM, MNPUHATOW  Ans
COOTBETCTBYHOLLMX K/IHOYEBbLIX HOCUTE/IE MHOFOKPATHOTO MCMONb30BaHMUA (ANCKET, KomnaKkT-guckos (CD-ROM), Data



Key, Smart Card, Touch Memory un T.n.). HenocpeactBeHHble AEUCTBMA MO CTUPAHUIO KPUNTOKAOYElN (MCXoaHOM
KNto4yeBolt MHPopMaLmMK), a TaKKe BO3MOMHble OrpaHMYEHWs Ha JafibHeilllee NPUMEHEHME COOTBETCTBYHOLLMUX
K/IOYEBbIX HOCUTENEeN MHOFOKPATHOrO WCNONb30BaHMA PErlaMeHTUPYIOTCA 3KCM/yaTaluMOHHON U TeXHUYeCcKomn
JOKYMeHTaUMell K COOTBETCTBYIOLWMM KPUNTOCPEACTBAM, a TaKMKe YKasaHUAMM opraHusaumu, NpousBOAMBLLIEN
3aMnCb KPUNTOKAKOYEM (MCXOAHOM KNoYeBOn MHPOopMaLMN).

KntoueBble HOCUTENM YHMUTOMKAIOT MYTEM HAHECEHUS MM HeycTpaHMMOro ¢usaMYecKoro noBpeXKAeHus,
WUCKNIOYAIOWEro BO3MOMHOCTb WX MCMONb30BaHMA, a TaKKe BOCCTAHOBNEHUSA KAOYEBOM WHOpMaLUW.
HenocpeactBeHHble AEUCTBUA MO YHUUTOMKEHUIO KOHKPETHOrO TMMA K/AKOYEBOIO HOCUTENS pPernameHTUpyloTcs
3KCM/lyaTaUMOHHON U TEXHUYECKOM AOKYMEHTaumen K COOTBETCTBYIOWMM KPUNTOCPEACTBAM, a TaKXKe YKasaHUAMMU
OopraHusaumnmn, NPoOU3BOAMBLLEN 3aMMUCb KPUNTOKAOYEN (MCXOAHOW KntoueBon MHGopmaumm).

BymakHble W npouyMe Cropaemble KAOUYEBbIE HOCUTENIM, @ TaKMKe IKCMAYaTaUMOHHYID U TEeXHUYECKYIo
OOKYMEHTALMI0O K KPpUNTOCPEACTBAM YHMUTOXKAIOT NYTEM CHUrAHMA UAKU C NOMOLbIO NobbIX BymaropesaTenbHbIX
MaLUUH.

3.19. KpuntocpeacTBa  YHMUYTOXKAOT  (YTUAM3MPYIOT) N0 pPEWeHWo  onepaTtopa, BAaAeoWwero
KpMNTOCPEACTBaMU, M C YBEAOMIEHNEM OpPraHM3aLUmMKn, OTBETCTBEHHOM B cooTBeTcTBMM C [MK3-2005 3a opraHusaumio
NMO3K3eMMJIAPHOro y4eTa KpMNToCpeacTs.

HameyeHHble K YHUYTOMKEHUIO (YTUIM3aLMM) KPUNTOCPEACTBA Noag/iexkaT U3bATUIO M3 annapaTHbIX CPeacTB, €
KOTOPbIMU OHU PYHKUMOHUPOBAAU. [pM STOM KPUNTOCPEACTBA CHMTAIOTCSA U3BATLIMMU M3 annapaTHbIX CPeacTs, eciu
MCMNOJIHEHa NPeAyCMOTPEHHAA SKCMAyaTaLMOHHOM U TEXHUYECKOWM AOKYMEHTauMel K KpuntocpeacTsam npoueaypa
yAaneHuna nporpamMmmHoro obecrneyeHmsa KpMNToCPeacTB U OHM NOJIHOCTbIO OTCOEeAUHEHbI OT annapaTHbIX CPeaCTB.

3.20. MpurogHble Ana AanbHENLIEro MWCMNOAb30BaHWA Y3/1bl M AeTajn annapaTHbIX CPeacTB obuiero
Ha3HayeHWA, He npegHasHayeHHble cneunanbHo AN annapaTHOW peanusaumu Kpuntorpaduyeckux aaroputMosn
WM UHbIX OYHKUMIA KPUNTOCPEACTB, a TaKKe COBMECTHO paboTalllee C KpunTocpeactsamu obopyaoBaHue
(MOHUTOpPLI, NpUHTEpPbI, CKaHepbl, KnaBuaTypa W T.N.) paspelaeTca MUCMNo/b30BaTb MOCAE YHUUTOXKEHMUS
Kpuntocpeacts 6e3 orpaHuyeHuit. Mpu atom uHPopmauma, KOTopas MOMKET OCTaBaTbCA B YCTPOMCTBAX MamATH
obopygoBaHuA (Hanpumep, B NPUHTEPAX, CKaHepax), A0NKHa 6bITb HaAeKHO yaaneHa (ctepra).

3.21. KnioyeBble AOKYMEHTbI [A0MKHbI ObITb YHUUYTOMKEHbI B CPOKM, YyKasaHHble B 3KCMyaTaUMOHHOW U
TEXHUYECKOW AOKYMEHTaLMM K COOTBETCTBYIOLWMM KpUNToCcpeacTBam. ECNM CPpoK YHUUTOMXKEHMA IKCNAYaTaLUMOHHOM U
TEXHUYECKOW AOKYMEHTaLUMeN He YCTaHOB/EH, TO K/IHOUYEBbIE AOKYMEHTbI A0NXKHbI ObITb YHUUTOXKEHbI He no3aHee 10
CYTOK nocne BbiBOAa WX W3 AeNCTBUA (OKOHYaHMA CpoKa Aencteus). DakT yHUUTOXKeHUs odopmnseTca B
COOTBETCTBYIOLWMX KYpPHanax MO3K3EMNASPHOro yyeta. B aTu e CPOKM C OTMETKOM B TeXHMYEeCcKoMm (annapaTHOM)
XKypHane noanexaT YHWUYTOXKEHWUIO pPa3oBble K/l4YeBble HOCUTENM UM paHee BBEAEHHaA M XpaHAalwaaca B
KPUNTOCPEACTBaX WM  WHbIX AOMNOJHUTENbHbIX YCTPOWMCTBAX K/wo4yeBas MHPoOpMauMsA, COOTBETCTBYlOLWAA
BbIBEZIEHHbIM M3 AEUCTBMA KPUMNTOK/OYAM; XpaHALLMeca B KpunTorpadmMyeckn 3almniLeHHOM BUAE AaHHble cneayeT
nepewndpoBaTh Ha HOBbIX KPUNTOK/OYAX.

3.22. Pa3oBble K/OYEBbIE HOCUTENIM, a TaKXKe 3/IeKTPOHHbIe 3anucKu  KA4YeBon  MHPopmaumy,
COOTBETCTBYHOLLEN BbIBEAEHHbIM M3 AEWCTBUSA KPUMTOK/IOYAM, HEMOCPEACTBEHHO B KPUMNTOCPEACTBAX WM MHbIX
OO0MNOJTHATE/IbHBIX YCTPOMUCTBAX YHUUTOXKAKOTCA MNO/1b30BATENAMM 3TUX KPUNTOCPEACTB CAMOCTOATE/IbHO NO4, PachUCKy
B TEXHUYECKOM (annapaTHOM) »KypHase.

KntoueBble [AOKYMEHTbl YHWUYTOXAKTCA MO0 NONb30BaTeNAMU KPUNTOCPeACTB, /MO0 OTBETCTBEHHbIM
nosb3oBaTeNleM KPUNTOCPEACTB MOJ PacnMCKy B COOTBETCTBYIOLWMX KYpPHasnax MO3K3EeMMNIAPHOro Yy4yeTa, a
YHUUYTOXKEeHWe 6onbluoro obbema KAYEBbIX [OOKYMEHTOB MOXeT ObiTb odopmaeHo aktom. [pu 3tom
No/Nb30BaTeNAM KPUNTOCPEACTB pPa3pellaeTcd YHUUYTOMKaTb TONbKO WCMNO/b30BaHHbIE HEMOCPEeACTBEHHO WMU
(npegHasHayeHHble ANA HUX) KPUNTOKAOYM. [loCne YHUUTOMKEHMS MOAb30BaTeNM  KPUNTOCPEACTB  [OJIXKHbI
yBEeAOMUTb 06 3TOM (TenepoHOrpaMmolid, YCTHbIM coobLeHMeM Mo TesiedoHy U T.M.) OTBETCTBEHHOIO NOJ1b30BaTeNs
KPMNTOCPEACTB A/1A CMUCAHUA YHUUTOMKEHHbIX AOKYMEHTOB C UX TNLEBbIX CYETOB.

YHUUTOXKEHME NO aKTy NPON3BOANT KOMMUCCUA B COCTaBE HE MeHee [IByX Ye/I0BeK U3 UuMcaa Anl, A0NYLWEHHbIX K
NoNb30BaHMIO KPUNTOCPEACTB. B aKTe yKasbiBAaeTCA, UTO YHWUTOMKAETCA M B KAaKOM Ko/auMyecTBe. B KOHUe akTa
AenaeTtcs UToroeas 3anuch (UMdpamm M NPONUCbIO) O KOIMYECTBE HAMMEHOBAHMUN U 3K3EMMNAPOB YHUUTOXKAEMbIX
K/IOYEBbIX [AOKYMEHTOB, WMHCTa//INPYIOLMX KPUNTOCPEACTBA HOCUTENEW, 3KCNAyaTauMOHHOM U  TexHUYecKowm
AOKyMeHTauun. McnpaBneHna B TEKCTe aKTa AO0/XHbl ObiTb OroBOpPEHbl U 3aBEPEHbl NOAMUCAMM BCEX Y/IEHOB
KOMMUCCUM, MPUHUMABLLMX Yy4yacTMe B YHMUTOXeHuU. O npoBeAeHHOM YHUUTOXKEHUM [AenatoTca OTMETKM B
COOTBETCTBYIOLLMX }KYPHaiax NO3K3EeMNAAPHOro yyeTa.

3.23. KpMNTOKA04YM, B OTHOLLEHUN KOTOPbIX BO3HWUK/IO NOA03PEHNE B KOMNPOMETALMU, a TaKKe AelcTByoume
COBMECTHO C HUMM Apyrme KpUNTOKIOUYM HeOBX0AMMO HeMeaieHHO BbIBECTU U3 AEMCTBMA, €C/IM UHOM NOPALOK He
OroBOPEH B 3KCM/IyaTaUMOHHOM U TEXHUYECKOW AOKYMEHTAUMM K KPUNTOCpeAcTBamM. B upesBblYaMHbIX Cay4yasx,
KOr4a OTCYTCTBYIOT KPUNTOKAOYM A5 3aMeHbl CKOMNPOMETUPOBAHHbIX, AOMYCKAETCA MO PeLleHM0 OTBETCTBEHHOMO


consultantplus://offline/ref=07ECBD348DBD85124365EE383E546F2484199BCEED4358777C6E9CD344CD3349F757B4E46B93C11110z8D

NnoNb30BaTeNs KPUNTOCPeACTB COr1acoOBaHHOMY C  OMepaTtopoM, WCMOAb30BaHWME CKOMMPOMETUMPOBAHHbIX
KPpUNTOKAtOYen. B 3Tom cnayyae nepuvof MCNoNb30BaHMA CKOMMPOMETUPOBAHHbIX KPUMTOKAOYEN AO0J/IKEeH ObITb
MaKCMMaNbHO KOPOTKMM, a 3alumiiaemas MHPopmauma Kak MOXKHO MeHee LLeHHON.

3.24. O HapyLleHUsX, KOTOpble MOTYT NPMBECTM K KOMMAPOMETALMN KPUNTOK/OYEN, UX COCTABHbIX YacTen uam
nepenaBaBLUMXCA (XpaHAWMXCA) C MX MCMONb30BaHMEM MEPCOHaNbHbIX AaHHbIX, M0/Ib30BaTeNN KPUNTOCPeACTB
06na3aHbl cO0bLWATb OTBETCTBEHHOMY M0/1Ib30BATE/IO KPUNTOCPEACTB U (MNK) onepaTopy.

OCMOTP K/HOYEBbIX HOCUTENEN MHOTOKPaTHOrO WCMNO/Mb30BaHUSA MOCTOPOHHMMMKU /NLAMM  He cieayeT
paccmaTpuBaTh KaK Nogo3peHne B KOMNPOMETALLMN KPUNTOKAOYEN, eCcin Npu 3TOM UCKA0YaNacb BO3MOMKHOCTb MX
KOMMUPOBAHUSA (YTEHUA, Ppa3MHOMKEHMA).

B cnyyaax HegocCTauum, HenpeabaABNEHUA KAKYEBbIX [AOKYMEHTOB, a TaKXKe HeonpeaeneHHOCTU WX
MECTOHaxX0XAEeHMA NPUHUMAIOTCA CPOYHbIE MEPbI K UX PO3bICKY.

3.25. MeponpuaTMa NO PO3bICKY W NOKanMsaumMm NOCAeACTBUI KOMMPOMETALUUM K/YEBbLIX OOKYMEHTOB
OpraHusyeT 1 OCyL,ecTBAAET onepaTop.

3.26. KntoueBble OOKYMEHTblI AN KPUNTOCPEACTB WMAM UCXOAHasA KatoueBas MHbopmaums ana BbipaboTKu
K/tOYEBbIX AOKYMEHTOB u3rotasameatotcs PCE Poccum Ha OrOBOPHOM OCHOBE UAWN NNLAMU, UMEIOLLUMWN NTNLEH3UIO
®CBb Poccum Ha AeaTenbHOCTb MO M3rOTOBJIEHUIO KNHOYEBDLIX ZOKYMEHTOB A/1A KPUNTOCPEeACTB.

M3rotoBNsATb KAlOYEBblE [AOKYMEHTbl W3 WCXOAHOM KAOYEBOM MHPOpPMAUMM MOFYyT OnepaTtopbl Wau
OTBETCTBEHHbIE MO0/1Ib30BATENMN KPUNTOCPEACTB, NMPMMEHAA LITaTHble KPUMNTOCPEeACTBA, €C/IN TaKas BO3MOXHOCTb
npeAycMoTPeHa 3KCM/yaTaLMOHHOM M TEXHUYECKOM AOKYMEHTaUMer K KpUnTocpeacrsam.

4. PasmelleHme, cneupnanbHoe obopyaoBaHme, oxpaHa
N OPraHn3aLma peXKMma B NOMELLEHMUAX, rAe YCTaHOBAEHbI
Kpuntocpeacrtsa NN XPaHATCA KNto4YeBble AOKYMEHTbI K HUM

4.1. PasmelleHue, creumasbHoe obopyaoBaHWE, OXpaHa W OpraHM3auMa pexMma B MOMELLEHUAX, rae
YCTaHOBNEHbI KPUNTOCPEACTBA MM XPAHATCA KALOYEBblE AOKYMEHTbl K HUM (Zanee - peXuMHble NMOMeLLeHUs),
OO0/IKHbI 06ecneymBaTb COXPAHHOCTb NEPCOHANbHBIX AaHHbIX, KPUNTOCPEACTB U KNHOUEBbIX LOKYMEHTOB K HUM.

Mpn 060pPYyAO0BAHUN PEXMMHBIX NOMELLEHNI AOMKHbI BbINOAHATLCA TPEOOBAHMA K PasMELLEHWNIO, MOHTaXY
KPMNTOCPEACTB, a TaKxKe Apyroro ob6opyaosaHua, GYHKLMOHMPYIOLWENO C KPUNTOCPEACTBAMM.

MepeyncaeHHble B HACTOALLEM AOKYMeHTe TpeboBaHMA K PEXMMHbBIM NMOMELLEHUAM MOTYT HE NPeabABAATLCS,
€C/I1 3TO NPeAyCMOTPEHO NPaBUIaMM MOIb30BAHUA KPUNTOCPeACcTBaMM, cornacoBaHHbimu ¢ PCE Poccum.

4.2. PeXXvMHble MOMeLLeHUA BblAeNAalT C YYeTOM PasmMepoB KOHTPOUPYEMbIX 30H, pernameHTUPOBaAHHbIX
3KCMyaTaUMOHHOM U TEeXHWYECKON OOKYMEeHTauueln K KpuntocpeactBam. MNomelieHua [OAXHbI UMEeTb MPOYHble
BXOZHble ABEPU C 3aMKaMM, FApaHTUPYIOLMMM HaZeXKHOEe 3aKpbiTUe MNoMelleHMi B Hepaboyee Bpemsa. OKHa
NOMELLEHWNI, PACMOJIOKEHHBIX HA MEPBbIX UKW NOCAEAHUX 3TaxKax 34aHWN, a TaKXKe OKHa, HaxoAALMecA OKOo/Oo
NOXaAPHbIX NeCTHULU U OPpYrnx MmecCT, OTKyda BO3MOXXHO MPOHUKHOBEHME B peXXMMHble nomeulleHUA NMOCTOPOHHUX
nnu, Heobxoanmo obopynoBaTb META/IIMYECKMMM PeELLEeTKAMU UM CTaBHAMM, UM OXPAHHOM CUrHanM3aumnen, nam
Apyrmmum cpeacrtsamu, NnpenAaTCTBYOWMMU HEKOHTPOIMPpYyeMOMY NPOHUKHOBEHUIO B PeXXMMHbIe NOMeLlleHNA.

4.3. PasmelueHue, cneumanbHoe obopyaoBaHWE, OXpaHa M OPraHU3aUMa peXnMma B NOMELLEHUAX OO0J/IKHbI
UCKNHOYNUTb BO3SMOXHOCTb HEKOHTPO/IMPYEMOTIO NPOHUKHOBEHNA UK I'Ipe6bIBaHVIFI B HUX MOCTOPOHHUX NINL, a TaKXKe
NPOCMOTPA NOCTOPOHHUMM INLLAMUN BEAYLLMXCA Tam paboT.

4.4. PexKMm OxpaHbl MOMELLEHMI, B TOM YuUC/ie NpaBuaa AONYyCKa COTPYAHUKOB U nocetutenein B pabouee m
Hepaboyee Bpems, YyCTaHaB/AMBAET OTBETCTBEHHbIM MNONAb30BaTe/lb KPUNTOCPEACTB MO COMNacoBaHUIO Mpw
HEeobXoAMMOCTN C ONEepPaTOPOM, B NMOMELLEHUAX KOTOPOro YCTAaHOB/IEHbI KPUNTOCPEACTBA MM XPAHATCA KAOYeBble
OOKYMEHTbl K HMM. YCTAaHOB/IEHHbIN pPeXUM OXpaHbl AO/KEH NpPesycMaTpuMBaTb MNEPUOAUYECKUMIA KOHTPOJ/b 3a
COCTOIHUEM TeXHUYECKUX CPeacTB OXpaHbl, €CNVM TaKOBble UMEIOTCA, @ TaKXe YYUTbIBaTb NOJIOKEHUA HACTOALLMX
TpeboBaHuM.

4.5. lepu cneunomeLleHnin 40KHbl ObiTb MOCTOAHHO 3aKPbITbl HA 3aMOK M MOTYT OTKPbIBATbCA TO/IbKO AN1S
CaHKLMOHMPOBAHHOIO NPOX0Aa COTPYAHMKOB M noceTuTeneit. Knoum oT BXOAHbLIX ABEPEN HYMEPYHOT, YYUTbIBAKOT U
BblAAIOT COTPYAHMKAM, UMEIOWMM NPaBO AOMNYCKa B PeKMMHble NOMeLLeHUA, NoJ PacrnUCKy B XypHase y4yeTa
XpaHuauw,. Ay6auKaTbl KAloUYel OT BXOAHbIX ABEPEN TaKUX MOMELLEHUA CneayeT XpaHuUTb B celide onepaTopa Uau
OTBETCTBEHHOrO N0/b30BaTeNA KPUNTOCPEACTBaMM.

4.6. Qs npeaoTBpaLLEHMA NPOCMOTPA M3BHE PEXUMHDBIX MOMELLEHMI UX OKHA A0/1XKHbI ObITb 3aLLMLLEHDI.

4.7. PeKMMHble NOMeLLeHNsA, KaK NPaBuio, AOMKHbI ObiTb OCHALLEHbI OXPAaHHOW CUrHanW3aumen, CBA3aHHOM
CO CnyKbol OxpaHbl 343aHWMA WAN AEXYPHbIM MO OpraHusauuu. McnpaBHOCTb CUrHaAU3aLMU NEepPUOLUYECKU
HeobxoAMMO NPOBEPATb OTBETCTBEHHOMY MO/1b30BATENO KPUNTOCPEACTB COBMECTHO C MpeacTaBuTenem Cayobl
OXpPaHbl UM AEKYPHBIM MO OPraHM3aLMmM C OTMETKOM B COOTBETCTBYIOLLMX KYPHaNax.



4.8. [na xpaHeHMA KAKOYEBbIX [LOKYMEHTOB, 3KCM/YaTaUMOHHOM W  TEXHUMYECKOW [AOKYMEHTauuMy,
WMHCTaAZIMPYIOLWMX KPUNTOCPEACTBA HOCUTENel [O0/MKHO ObiTb NPeaycMOTPEHO HEeobXOAMMOE YUCIO HALEMKHbIX
METANIUYECKUX XPAHUANLL, 060PYA0BAHHBIX BHYTPEHHUMM 3aMKaMKM C ABYMA SK3EMMNIAPAMU KNOYEN U KOLO0BbIMU
3aMKaMu UaM npucnocobaeHnaAMmn Ana oneyvaTbiBaHUA 3aMOYHbIX CKBaXKMH. OAMH 3K3eMNAAP KoY OT XPaHUAULLA
[OMKEH HAaXO4MTbCA Y COTPYAHMKA, OTBETCTBEHHOIO 3a XpaHuauwe. [lybanKaTtbl KAoYen OT XpPaHUANULL, COTPYAHUKN
XPaHAT B ceide OTBETCTBEHHOrO MOAbL30BATENA KpMnTOCpeacTs. Ayb6anKaT KAYa OT XPaHUAULWA OTBETCTBEHHOIO
Nno/sb30BaTeNA KPUMNTOCPEACTB B OMEYaTAHHOM YNaKoBKe AOJ/KeH ObiTb nepefaH Ha XpaHeHWe onepaTtopy nog
PacnuncKy B COOTBETCTBYIOLLEM KypHane.

4.9. Mo oKOHYaHWMM paboyero AHA PeXXMMHOE NOMELLEHWNE U YCTAHOB/IEHHbIE B HEM XPaHUAULLA A0/XKHbI ObITb
3aKpbITbl, XPaHUAMLWA oneYvaTaHbl. HaxoaAwmeca B NOAb30BaHUMN KAOUWM OT XPAaHWUULL AOMKHbI ObITb cAaHbl Nog,
pacrnuncKky B COOTBETCTBYIOLLEM XKypHane OTBETCTBEHHOMY MOJib30BaTeNto KPUNTOCPeACTB UAU YNONHOMOYEHHOMY
(mexkypHOMY), KOTOPbIE XPAHAT 3TN KAKOUYU B IMYHOM UM CMELMAIbHO BblAENIEHHOM XPaHUAULLE.

KAtoum oT perKMMHbIX MOMELLEHWUI, @ TAKIKE KAKOY OT XPaHUAMLLA, B KOTOPOM Haxo4ATCA KAOUYM OT BCEX APYrnX
XPAHWANLL, PEXMMHOFO MOMELLEHMA, B ONEYaTaHHOM BUAE AO0XKHbI ObITb CAaHbl MO PACAMUCKY B COOTBETCTBYIOWEM
XKypHane cny»Kbbl OXpaHbl UAM OEKYPHOMY MO OPraHM3auMn OAHOBPEMEHHO C nepefayver Noj OXpaHy Cammx
PEXUMHBIX MNOoMelleHnn. lNedyaTn, npeAHa3HAYeHHble A8 OnevaTbiBaHWMA XPAHWAWULL, LONXKHbI HAXOAUTbCA Y
nonb3oBaTeNnein KPUNTOCPEACTB, OTBETCTBEHHbIX 3@ 3TU XPaHUAULLA.

4.10. MNpwn yTpaTe KAOYA OT XPaHWANLA UK OT BXOAHOW ABEPU B PEXMMHOE MOMELLEHME 3aMOK HeEOBX0aMMO
3aMEHWTb UM NepeaenaTb ero CeKPET C U3rOTOBIEHMEM K HEMY HOBbIX K/OUYEN C OKYMEHTaIbHbIM 0bOpMaEHMEM.
Ecan 3amok OT xpaHuAuWa nepegenaTb HEBO3SMOXKHO, TO TaKoe XpaHuauwe Heobxoaumo 3ameHuTb. Nopaaok
XPaHEeHWA KNYEBDLIX U APYrMX AOKYMEHTOB B XpaHUAULLE, OT KOTOPOro YTPayeH K4, 40 USMEHEHUA ceKkpeTa 3aMKa
yCTaHaB/AMBAET ONepaTop UAN OTBETCTBEHHbIW NO/Ib30BATE/Ib KPUNTOCPEACTB.

4.11. B 06blYHbIX YCAOBUAX PEXMMHbIE MOMELLEHMA, HAaXO4ALWMECA B HUX OMeYaTaHHble XpaHUAULLA MOFyT
6bITb BCKPbITbl TONBKO MO/Ib30BAaTENAMM KPUNTOCPEACTB, OTBETCTBEHHbIM MOJIb30BaTE/IeM KPUMNTOCPEACTB WAn
ornepaTopom.

Mpy 06HAPYKEHUN NPU3HAKOB, YKA3bIBAOLWMX HAa BO3MOXHOE HECAHKUMOHNPOBAHHOE NPOHUKHOBEHMWE B 3TU
NMOMELLEHUS WAW XPaHMAMULLE MNOCTOPOHHUX AWML, O CAYYMBLUEMCA SLO/MKHO OblTb HemMeaNeHHO CcoobueHo
OTBETCTBEHHOMY MO/1Ib30BATENO KPUNTOCPEACTB WAM onepaTopy. [pubbIBWKI OTBETCTBEHHbIM M0OJ/b30BaTE/lb
KpUNTOCPeACTB AO0/KEH OLEHUTb BO3MOXHOCTb KOMMPOMETALMU XPAHALWMXCA KAKOYEBbIX U APYrUX AOKYMEHTOB,
COCTaBWUTb aKT U NPUHATb NPU HEOHXOAMMOCTU Mepbl K IOKaAN3auumn NocaeacTeBnini KOMNpPoMeTaL MM NepPCcoHaNbHbIX
[LAHHBIX M K 3aMeHe CKOMNPOMETUPOBAHHbIX KPUNTOKAOYEN.

4.12. PasmelleHMe M MOHTaX KPUNTOCPeACTB, a TaKXe Apyroro obopynoBaHus, GYHKUMOHWUPYIOWEro C
KpUNTOCPeACTBAMU, B PEXUMHbBIX NOMELLEHUAX AO0MKHblI CBECTU K MUHUMYMY BO3MOXHOCTb HEKOHTPO/IMPYEeMOro
[0CTyna NOCTOPOHHMX ANL, K YKa3aHHbIM cpeacTBam. TexHUYecKoe obcnyunBaHne Takoro obopynoBaHMsa U CMeHa
KPUNTOK/OYEN OCYLLECTBAAIOTCA B OTCYTCTBUE UL, HE AONYLLEHHbIX K paboTe ¢ AaHHbIMW KPUNTOCPEACTBAMM.

Ha Bpemsa oTcyTCTBMA Nosb3oBaTenel KPUNTOCPeACTB yKasaHHOoe obopyaoBaHMeE NPU HaAUYUU TEXHUYECKOWN
BO3MOHOCTU [O0/MKHO ObITb BbIKAOYEHO, OTK/IIOYEHO OT /IMHUM CBA3M M YBpaHO B onevaTbiBaemble XxpaHuauwa. B
NPOTUBHOM C/Aly4ae MO COr/lAaCOBaHUIO C OTBETCTBEHHbIM MOJ/b30BaTe/leM KPUNTOCPeAcTB Heobxoaumo
npeaycMoTpeTb OpraHM3aLMOHHO-TEXHUYECKME MepPbI, UCKAIOYaIOLLME BO3MOXHOCTb UCMO/b30BaHUA KPUNTOCPeaCcTs
NOCTOPOHHUMU ANLLAMMWN.



