HHCTPYKIMUSA 110 YCTAHOBKE CEPTU®UKATOB
Russian Trusted CA

1. CkaumBanme ceprudukaroB Russian Trusted CA

1.1.
1.2.

3aiimuTe Ha opuimabHbii cat ['BY3 «HOMUALy https://miac74.ru

B pazaene «HoBoctn» Ha Ti1aBHOUW CTpaHHUIlE HAWIWTE CCHUIKU JUIS CKauyWBaHUS
apxuBa ¢ cepTudukaraMu.

2.  YcranoBka ceprudukara Russian Trusted Root CA

Hna ycranoBku ceptudukara ['VI[ B Xpanwnuine cepTUPHUKATOB KOMIBIOTEpA

CpeJCTBaMU OIepalMoOHHOM cucTeMbl cemericTBa Windows HeoOxoaumo:

2.1.
2.2.

2.3.

N3Bnekute (haitsbl U3 apxuBa, CKayaHHOTO M3 1mara 1.2

HaxxmuTe mpaBoii KHOTIKOW MBIIIH 110 (aitny ceprudukara Russian Trusted Root
CA. V3 KOHTEKCTHOTO MEHIO BbIOEpUTE «Y CTAHOBUTH CEPTUPHUKATY.

Ha »kpane otoOpasutcs «Mactep wuMnopra cepTU(HUKATOBY», BbIOEpHUTE
«JlokabHBIN KOMITBIOTEP» M HAXMHUTE KHOTIKY «Jlanee». (PucyHok 1)

=% MacTep vmnopTa cepTUdUKATOR I

Mactep nmnopta ceptndpukaToB

3TOT MACTEP NoOMOr3eT KOMMpoBaTh I:EFITMIiIMKEITbIr CNMCKK Q0BSPHA W CNMCKK OT3kIES
CEI:ITMI:I:IHKEITDB C NOKaNEHOro AMCKS B XpPaHWNMLLLE CEFITHI:I:IHKEITEIB.

CepTUMKET, BElAaHHEIN LEHTPOM CEPTURMKALYAM, AENASTCA NOOTEEMHAEHWEN BaLLEN
MAYHOCTIH M COAEPMMT MHBOPMALIKD, HEoBXOAMMYKD ANA 3ELLMTEI ASHHEIX MK
YCTEHOBMNEHWA 3ALLMILEHHBIX CETEBLIX NOAKMKOYEHMA, XDAHUNWIWLE CERTURMKATOE —
370 0fNaCcTE CUCTEMBI, NPEAHSSHAYEHHSA ANA XPAHEHMA CENTUMKATOE.

PacnonoseHwWe xpaHunuLa

() Tewywmit nons3osaTens

(®) NokanbHelt KoMnsoTep

ANA NpoACITHEHNA HEHMWTE KHoMKy “danee”,

. Janee CTraeHa

Pucynok 1. Macrep ummopra ceptuukaToB


https://miac74.ru/
https://miac74.ru/upload/medialibrary/11e/tqgc8t747rmlauz1ltxl0cmcfzw0ew1d.zip

Ilpumeuanue. B cinyyae ecnu Ha miare 2.3 JaHHOW HMHCTPYKUHMH OTCYTCTBYET
BO3MOXXKHOCTh BbIOOpa XpaHuiniia JIOKaabHOTO KOMITBIOTEpA, CIeAyeT OOpaTuThes K
CUCTEMHOMY aIMUHUCTPATOPY Balleil OpraHu3aluu.

2.4. B okne «Xpanunuiie ceptudukata» BeIOpaTh pa3MelieHne cepruduxara

BPYYHYIO, YKa3aB nose «[loMecTuTs cepTuuKaThl B CIICAYIOIIEE XPaHIITHUILEY,
Ha)kaTh KHOTIKY «O030p». (PucyHOK 2)

*

& ¥ Mactep umnopTa cepTMdNKETOE

XpaHwnuuwe ceprwhukaros

¥PEHMMMLWLE CEPTUDMKATOE - 3TO CUCTEMHEIE 0BNACTH, B KOTOPEIX
XPEHATCA CEPTURMKETEL,

Windows aETOMAETHUYECKI BbIDEDET XPEHUMMLLE, UMW Bel MOXETE YKAZETh
pECMONOHEHWE CERTHRMKATE BRYYHYHD,

(") ABTOMATMHECKH BEIGPATE XPEHWIMLLE HA OCHOBE TMNA CEPTHAMKATA
(®) MoMecTHTE Bee CEPTHAMKATL! B CIEAYIOWLEE XPAHHUAHLLE

XPEHWNWLWLE CEPTHDMKETOE:

| Ofzop...

Janee OTreHa

Pucynox 2. Beibop xpaHunuina cepTudukaTon

2.5. BwiOpars xpanunuie «/loBepeHHble KOpHEBbIE HEHTPbI CePTHHUKAIUMN,
HakaTh KHOTIKY «OK», 3atem «Jlanee». (Pucynok 3)

BeiGop xpaHnavwa ceptudmkaTa ot

BrifepuTe ¥paHMAMWLE CEPTMDMKATOS, KOTOPOE Bkl
OTWTE MCMONB30BaTE.
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| [loBEpTENEHEIE OTHOWEHWA B MPeanpy

~| TpOMEXKYTOUHEIE LEHTPEI CEPTHOMKALM

| [loBEpEHHEIE M30ETEMMN

i . IHFII'ITMI'l'IMM'FlTI-\.I K KOATOAMRIM HET AnRSEDA
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[(Jnoxasats dusmyecme xpasuniwa

Pucynox 3. Beibop xpanunuina ceprudukarta




2.6.  OTKpOETCsl OKHO 3aBepIleHuUs paboThl MacTepa uMnopTa ceprudukatoB. Haxmure
«T"oroBo» (Pucynox 4)

€ &% Mactep nmnopTa cepTUMKATOE

3aBeplieHne MacTepa MMNopTa cepTudmnKaTos

CepTudukaT ByaeT MMNOPTUPOBEH NOCNE HEMETHA KHOMKK “ToTosa",

BEINM YK333HE! CNELYHILLMWE NEPEMETPEI

XpaHunue cepTUdMKETOS, BoibpaHHoe Nonb3oBaTeneM [ill= e s s g RNy
ConepsuMoe CepTubmKaT
< >

[oToBOD Otmena

Pucynox 4. 3aBepiieHne MacTepa IMIIOpTa CEPTH(HUKATOB

2.7.  Otkpoetcs okHO «[IpenynpexneHue cucteMbl Oe3omacHocTy. Haxmure «J1A»
(PucyHok 5)

Mpegynpexgesne cMcTeMBl BEsonacHocT

ByAeT yCTaHOBNEH CEPTUGUKET OT LEHTPE CEpTHRMKALIAN
! (LUC), mpeacTasn At

Russian Trusted Root CA

Windows He yaaeTca NpoEepUTE, YTO cepTUdMEaT
AEACTEWMTENBHD Noay4eH oT "Russian Trusted Root CA™,
JEpatuTece K "Russian Trusted Root CA" ana nogreepxaeHMa
NPoOWCOXAEHNA cepTrdMEaTa. Bxoge 3Toro npougcca gam
MPUrogUToa CNedyree IHaYeHHe:

Otnedartok (shal) : 8FF915CC ABTEC16F 8C5C2099 DS3E0ET
SB3IAEC2ZF

MpegynpexieHue:

Ecnn Bbl yCTAHOEWTE 3TOT KOPHEEOW cepTugmkat, Windows
BYAeT AETOMATHYECKW AOERPATE NKBOMY CEPTUGKMKATY,
BEIZaHHOMY 3ThM LUC, ¥cTaHoBKa cepTUdgrEaTa ©
HEMOATEEPAAEHHEIM OTMEYaTEOM NPeACcTaENART PHUCK 4NA
Be30MNacHoCTH, ECAn Bol HaxmeTe KHoNKy "Ja’, Bobl
MPUHKUMEETE Ha CeBA 3TOT PULK,

Bbl X0THTe YCTaHOEWTE 3TOT CepTHdUKATT

Oa HeT

Pucynoxk 5. IIpenynpexaenne cucteMsl 0€301acHOCTH



3.  ¥YcranoBka ceprudukara Russian Trusted Sub CA

Jna ycranoBku ceptudukara ['VI[ B Xpanwnuine cepTUPHUKATOB KOMIBIOTEpA
Cpe/CcTBaMH OTEpaIlMOHHOM cucTteMbl cemeiicTBa Windows HeoOxoanmo:

3.1. UsBnekure Qaiiiasl U3 apxuBa, CKaUaHHOTO U3 miara 1.2

3.2. Haxwmure npaBoil KHOIIKO#M MBI 110 ¢aitry ceprudukara Russian Trusted Sub
CA. V3 KOHTEKCTHOTO MEHIO BbIOEpUTE «Y CTAHOBUTH CEPTUDPHUKATY.

3.3. Ha »skpane otobpasurcs «Mactep wummnopra cepTudUKATOB», BBIOEpUTE
«JIoKaNbHBIN KOMIBIOTEP» M HAKMUTE KHOTIKY «/Jlaiee». (PucyHok 6)

=% MacTep vmnopTa cepTUdUKATOR I

Mactep nmnopta ceptndpukaToB

3TOT MACTEP NoOMOr3eT KOMMpoBaTh I:EFITMIiIMKEITbIr CNMCKK Q0BSPHA W CNMCKK OT3kIES
CEI:ITMI:I:IHKEITDB C NOKaNEHOro AMCKS B XpPaHWNMLLLE CEFITHI:I:IHKEITEIB.

CepTUMKET, BElAaHHEIN LEHTPOM CEPTURMKALYAM, AENASTCA NOOTEEMHAEHWEN BaLLEN
MAYHOCTIH M COAEPMMT MHBOPMALIKD, HEoBXOAMMYKD ANA 3ELLMTEI ASHHEIX MK
YCTEHOBMNEHWA 3ALLMILEHHBIX CETEBLIX NOAKMKOYEHMA, XDAHUNWIWLE CERTURMKATOE —
370 0fNaCcTE CUCTEMBI, NPEAHSSHAYEHHSA ANA XPAHEHMA CENTUMKATOE.

PacnonoseHwWe xpaHunuLa

() Tewywmit nons3osaTens

(®) NokanbHelt KoMnsoTep

ANA NpoACITHEHNA HEHMWTE KHoMKy “danee”,

. Janee CTraeHa

Pucynok 6. Mactep uMmopTa cepTU(PHUKATOBR

IIpumeuanue. B cnyuae ecnm Ha mare 3.3 JaHHOM WHCTPYKLIHUU OTCYTCTBYET
BO3MOXXHOCTh BbIOOpa XpaHmiuila JIOKaJbHOTO KOMITbIOTEpA, CleAyeT OOpaTUThes K
CUCTEMHOMY aIMUHUCTPATOPY Balleil OpraHu3aluu.



3.4. B okHe «XpaHwuiie cepTudukaray BeIOpaTh pa3MelieHue cepTudukara

BPYYHYIO, yKa3aB mojie «[ToMecTuTh cepTu(UKaThI B CICAYIOIIEE XPAHUITUIIEY,
Ha)kaTh KHOIIKY «0030p». (PucyHok 7)

X

€ ¢ Mactep vmnopTa cepTudMKaToE

KXpanwnmue ceprwduraros

¥PEHMNMWE CepTUDMKATOE - 3T0 CMCTEMHBIE 0BNacTH, B KoTopeIx
NPEHATCA CEPTURMKATEI.

Windows aETOMaTHYECKK BEIDEPET XPEHWUMMLLE, UMW Bl MOMETE YKAZETH
pACMONOHEHWE CEPTUDMKATE BDYUHYHD.

() ABTOMaTMYECKM BoIBPATE XPEHMMWLLE Ha DCHOBE TUNa CEpTHMKATE
(@) MOMECTUTE BCE CEPTUOMKATE B CNEAYIOLLEE XPEHUIHILE

XPEHWUNWLLE CEPTUDMKAETOE!

| Ob3op...

lanee CTraeHa

Pucynox 7. Beioop xpanmmmima cepTuGruKaToB

3.5. BroiOpars xpanunuiie «IlpomMe:kyTouHble HEeHTPbI cepTUGUKANMUNY», HAKATDH
kHOnKy «OK», 3aTem «Jlanee». (PucyHnok 8)

BeiBop xpaHunuwa ceptudgimkara >

BribepuTe ¥paHMaMLE cepTMDMKATOE, KOTOPOE Bkl
XOTHTE MOONB30BATE.

| Nidroe ~
----- | [loBepeHHEle KOpHEBEIE LEHTPEI CEpTHId
----- | losepuTensHElE OTHOWEHMA B Mpegnpy
&
----- | OoBepeHHsIE M3OATENN

L. - IHFUHTMI'I'IMM'FHTI-\.I K KATAMNKIM HET ANRAEriAl

< >

[INoxasate dusmueckue xpasuniwa

Pucynox 8. Beibop xpanunuina ceprudukarta




3.6. OTkpoeTcs OKHO 3aBepilieHHs paboThl MacTepa UMIopra ceprupukaroB. Haxxmure
«T"otoBo» (Pucynox 9)

& &% MacTep umnopTa cepTuduKaTos

3aBeplueHWe MacTepa MMNopTa cepTU¢hUKaTOB

CepTubiaT BYAST MMNOPTMPOEAH NOCNE HEMETMA KHOMKKM “ToToBo",

BlinM yKasaHb! CNed yHoLLKWE NapaMeThbI:

XpaHunuwe cepTHdMKaToB, BeibpaHHoe nonb3osaTeney k=R e E R iz S ==y
CoaepsumMoe CepTHhMKET
< >

[oToBD OTmena

Pucynok 9. 3aBepiuienue mactepa HIMIOpTa CEPTH(HUKATOB

3.7. Otkpoertcs okHO «[IpeaynpexaeHue cucteMbl Oe3omacHocTy. Haxkmure «J1A»
(Pucynoxk 10)

Mpeaynpesxiedre cucTemel BesonacHooTi

Ey42T YCTAHOENEH CEPTUGMEST OT LEHTPE CepTUhMKaLMK
! [LIC), mpeacraBnamwyia;

Russian Trusted Root CA

Windows He yaaeTca NpoEEpHTE, 4TO CepTHUdMEaT
AEWCTENTENEHD NoaydeH oT "Russian Trusted Root CA™
OBpaTtuTece K "Russian Trusted Root CA™ gna nogTee p#aeHUA
NPoVCORAEHNA cepTrdnkaTa, Bxoge 3Toro npougcca gam
MPUIrogUTea CTeay e e IHaYEHHE:

Otnevartok (shal) : 8FF815CC ABTEC16F 8C5C2099 DS3E0ET
SB3IAEC2F

MpeaynpexgeHue:

EcnW Bbl yCTAHOBWTE 3TOT KOPHEEOW cepTrdmiat, Windows
ByAeT aETOMAaTHYECkH 4OBEPATE NKBOMY CEpTUGgKEATY,
BelgaHHoMY 3TkMm L, YeraHoBka cepTudukaTta ©
HEMOATEEPHAEHHEIM OTNEYATEOM NPEACTAENART PHCK 414
Ge30MNacHOCTH, ECAn Bel HaxMmeTe KHoNKY "da’, Bbl
MPUHWUMAEETE HA C2BA 3TOT PULK,

Bbl XOTWTE YCTAHOBWTE 3TOT CEPTUGUEATT

Aa HeT

Pucynox 10. [IpenynpexaeHue cucteMbl 6€3011aCHOCTH



